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Structured Social
Engineering Defence

We offer methodic elicitation of your threats and
customised defences based on our serious games.

Support for Standards

We offer consultancy for the creation of certification-
ready artefacts compliant to the relevant controls for
training in ISO 27001 or other standards. Contact us for

NO more boredom an offer to tailor the documentation of our trainings to

the standards you support.

We aim to get your employees engaged in social
engineering defence using serious games. Training
that is entertaining, is also lasting. Change the
current trend of awareness trainings with boring

slide shows. Deutscher
@ IT-Sicherheitspreis
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Award

The Horst Goértz Stiftung granted on 6th of October 2016
for the 6th time the German IT-Security Award
(Deutscher IT-Sicherheitspreis). A jury consisting of
recognised IT-Security experts selected the most
market-relevant innovations from 45 proposals. The jury
awarded our innovation with the 3rd place.

HE

Research

Our offer is based on scientific research. We invent

continuous new social engineering defences and . SO(ML
test their effectiveness in experiments. All our E NGINEERING
publications are available upon request. “ A(AD EMY




Understand your Threat

Situation with the Support »

of our Serious Game

Before an Awareness Training starts, we conduct a
Threat Analysis. Your employees have the implicit
knowledge about social engineering
vulnerabilities. They know the real processes of
your company. Our approach provides a
structured method based on our serious game
HATCH, which makes this knowledge explicit.
HATCH puts people in the role of an social
engineering attacker. For threat elicitation it is
sufficient "to play" with a well selected sample of
employees of all departments to gather the most
significant threats.

Beyond the scope of threat analysis, HATCH can
be used as awareness training for VIP staff. We
offer specific scenarios for e.g. book keeping,
human resources and project management.

Adjust your Security
Awareness Training based
on your Threat Situation

We create a customised instance of our serious
game PROTECT based on your individual threats.
The online game PROTECT can be provided for
the entire staff of your company. This way we offer
a cost-effective and scaling solution for Security
Awareness. In the PROTECT game the player has
to defend against the social engineering attacks
elicited using the game HATCH.

SCORE: 10

:

* Stopand ask the visitor who
he/she is.

PRETECT

*  Ask the visitor for his visitor
badge

+ If the person has no visitor
badge, call the reception
and ask if they know the
person.
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Ask your col
belongsto o

* Do not open the email
attachment.
Do not conn

. * Call the sender of the email
stick to your AN .

Our platform can generate pdf certificates after the
successful completion of the training. Furthermore,
a HighScore allows employees to voluntarily
compete. In addition, our privacy statement explains
in detail the usage of all personal identifiable
information.

Improve the Quality of your
Defences continuously

Our approach is effective against all kinds of Social
Engineering e.g. Phishing, Tailgating, or CEO-Fraud.
This holds for the threat analysis, as well as the
Awareness Training itself. Furthermore, we
continuously update our approach to include new
variations of social engineering.
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We offer further services such as aligning your
security policy with your threat situation. Upon
request we also offer services such as automated
phishing tests with the support of our partners.

Contact:

Social Engineering Academy (SEA) GmbH
Eschersheimer LandstraBe 42

60322 Frankfurt am Main, Germany

Phone.: 0049 69 945195240

Web: https://www.social-engineering.academy
Email: info@social-engineering.academy
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